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Confidentiality 
In colleges and universities, the circumstances under which mental health information and records can be disclosed is governed by professional licensing standards and ethics, state law, and federal law.  More than one law can apply to any given situation, so individuals in possession of confidential information are obliged to comply with the most restrictive among these requirements.   Generally speaking, state laws afford the greatest protection and therefore, will be broadly applicable.  Both state and federal laws allow disclosure of mental health information when there is a specific danger to self or others.  

It is important to remember that in the education context, privacy is critical. In this regard, the education context is no different than any other setting involving mental health treatment.  Students are often fearful that they will be denied jobs, housing or educational or social opportunities if they disclose their mental illness. To encourage students to seek treatment, schools must ensure confidentiality.  Failure to adequately protect mental health information can result in negative consequences for students, can erode confidence in university health care clinics and counseling centers, and may discourage students from using available services and getting needed treatment.   
Limitations on confidentiality, e.g., regarding danger, duty to warn, etc., are not unique to the campus mental health setting and are negotiated daily within all mental health service contexts.  These limitations may be a disincentive to seeking treatment.  Schools have recognized that “[i]f students believe that college staff may notify their parents or seek to hospitalize them if they disclose their mental problems or suicidal thoughts, they may decline to provide important information about their mental health history, they may entirely avoid seeking help for their problems, or, if they do make an effort to get help, they may not be fully honest.” Amici Curie American Council on Education, American Association of Collegiate registrars and Admissions Officers, American Association of Community Colleges, American Association of State Colleges and Universities, Association of American Universities, National Association of Independent Colleges and Universities, National Association of State Universities and Land-Grant Colleges, and National Association of Student Personnel Administrators in support of Petition for Relief Under G.L.C. 231, § 118 (First Paragraph) by MIT Administrators Arnold Henderson and Nina Davis-Millis. Key to developing a successful therapeutic relationship is an understanding by any consumer of the scope and limitations of the privacy considerations guiding the therapeutic interaction.
When disclosure is necessary, it is always preferable to obtain consent to a voluntary disclosure of confidential information.  Schools can ask students upon matriculation and upon becoming a client of the counseling center to voluntarily identify individuals whom the school can contact in case of an emergency.  Colorado wrote this option into law, as a pilot program allowing schools to offer students the opportunity to complete a consent form designating a contact person who the school can contact if the school believes the student is considering suicide or may be a danger to him or herself.  Colorado Higher Education Student Suicide Prevention Act, Colorado Revised Statutes, § 23-20-101 (June 2, 2006).  The University of North Carolina at Chapel Hill is researching use of psychiatric advance directives in the college setting to address this and similar matters.  See, http://www.miwatch.org/2008/09/helping_college_students_pads.html
1. State law 

Since state confidentiality laws address the treatment of mental health information and records wherever they are maintained, they are applicable to both clinicians and school personnel generally.  State laws governing health records provide for confidentiality but vary from state to state in their terms, scope, requirements, and application.  The following discussion therefore addresses state law confidentiality principles generally.  Schools should seek legal counsel for state specific information.  

Most state statutes broadly define protected mental health information to encompass identifying information about clients, oral communications made to therapists or others, and written records.  Depending on the jurisdiction, confidential information shared with a mental health treatment provider may be disclosed without the patient’s consent only in very limited situations.  The legal precedent for a mental health professionals disclosure of confidential information lies in the duty to protect or warn which was established by the California Supreme Court's decision in Tarasoff v. Regents of the University of California, 17 Cal.3d 425 (1976). In Tarasoff, a University of California student told his psychologist that he intended to kill an unnamed but readily identifiable woman.  The psychologist believed the patient met the commitment standard and informed police, who detained him briefly, but did not inform the intended victim.  The patient subsequently killed the woman.  Her parents sued the psychologist for failing to warn them or their daughter about the impending danger.  The California Supreme Court rejected the psychologist’s claim that he owed no duty to the woman because she was not his patient, holding that “when a therapist determines, or pursuant to the standards of his profession should determine, that his patient presents a serious danger of violence to another, he incurs an obligation to use reasonable care to protect the intended victim against such danger.  The discharge of this duty may require the therapist to take one or more of various steps, depending upon the nature of the case.  Thus it may call for him to warn the intended victim or others likely to apprise the victim of the danger, to notify police, or to take whatever other steps are reasonably necessary under the circumstances.” 
Since the Tarasoff ruling, most states have created, through case law or statute, a duty of mental health professionals to protect or warn third parties of a serious risk of injury. (Tarasoff at Twenty-Five, Paul B. Herbert, JD, MD, and Kathryn A. Young, JD, J Am Acad Psychiatry Law 30:275–81, 2002. See also, Restatement Third of Torts, section 41 and internal citations for discussion of the duty owed to third parties). Generally speaking, privacy may be breached and confidential information shared without consent when the treatment professional believes there is a substantial and imminent risk that his or her failure to disclose information will result in serious physical harm to others.  In those circumstances, a mental health professional may disclose confidential information as part of a duty to protect or warn the intended victim of harm. (Tarasoff at Twenty-Five, Paul B. Herbert, JD, MD, and Kathryn A. Young, JD, J Am Acad Psychiatry Law, 30:275-81, 2002). However, this exception to confidentiality is very limited and narrowly proscribes the individuals with whom confidential information may be shared. 


Most state statutes provide for disclosure of confidential information without consent on an emergency basis to law enforcement officers and emergency medical personnel when the patient presents a serious risk of violence to self or others.  These statutes often do not allow disclosure to a parent or other relative or to individuals such as a school dean or administrator unless they are individuals who can prevent a specific threat of violence.  For example, the California Confidentiality of Medical Information Act includes a list of parties to whom information may be disclosed for safety reasons. Ann. Cal. Civ. Code § 56.10(a) and (c)(1)(West 2007).  There are protections and limitations for disclosure even when authorized by law. Ann. Cal. Civ. Code § 56.104 (West 2007). 
New York’s Mental Hygiene law allows nonconsensual disclosure of mental health information to an endangered individual and a law enforcement agency when a treating psychiatrist or psychologist has determined that a patient or client presents a serious and imminent danger to that individual. N.Y. MENTAL HYG. LAW § 33.13(c) (McKinney 2008). Texas limits disclosure of confidential information to judicial or administrative proceedings and without consent to, among others, medical or law enforcement personnel if the professional determines that there is a probability of imminent physical injury by the patient to the patient or others. Texas Health and Safety Code § 611.004 (2) and (7).  Virginia recently passed a law requiring state colleges to notify a parent of a dependent student who receives mental health treatment at the school's counseling center when there exists a substantial likelihood that the student will cause serious physical harm to himself or others, unless the student's treatment provider, in the exercise of his professional judgment, indicates that notification would be reasonably likely to cause substantial harm to the student or another person. Va. Code Ann. § 23-9.2:3(C)(2009).  

Confidential information that has been disclosed by mental health treatment providers in a health and safety emergency retain their protection as mental health records.  State laws prohibit re-disclosure of confidential information except to the extent that re-disclosure is consistent with the initial purpose for which disclosure was authorized. Therefore, school personnel who receive confidential mental health information in an emergency situation must take precautions to safeguard privacy of the information except as necessary to respond to the emergency.  State laws generally require a treatment provider to record nonconsensual disclosures.  Most state statutes provide for damages, fines or imprisonment for privacy violations. 

	


Given the differences among state statutes, it is important to consult with counsel for state specific information.  
2. Federal Law 


In addition to the state law protections afforded to mental health information, the sharing of student information is also governed by federal law - primarily the Family Education Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g.  The Department of Education has issued implementing regulations, which can be found in the United States Code of Federal Regulations at 34 C.F.R. Part 99, see also http://www.gpo.gov/nara/cfr/waisidx_00/34cfr99_00.html.  FERPA applies to colleges and universities that receive federal funds under any program administered by the Secretary of Education. 20 USC 1232g(a)(1).  “Receipt of federal funds” is broadly interpreted, and includes receipt of grants, or contracts and the enrollment of students who receive federal financial aid, Pell grants, or guaranteed student loans.  See 20 U.S.C. § 1232g; 34 CFR §99.1(c).  Some schools, including those that do not receive any federal funds, or that have university hospitals, may also be governed by the Health Insurance Portability and Accountability Act (HIPAA). Each of these laws is addressed below.   
a. Family Education Rights and Privacy Act (FERPA)

FERPA governs disclosure of student educational records and information contained in those records, and establishes when such records and information may be disclosed.  FERPA has limited applicability to clinical personnel since, as discussed below, they are subject to strict standards under licensing and ethical codes and state law.  Its protections primarily apply to non-clinical personnel.  FERPA prohibits disclosure of educational records and information contained in those records without consent.  FERPA has several enumerated exceptions which allow-- but do not require-- disclosure of student information without consent to specific categories of individuals.  

Education records protected by FERPA are broadly defined as: records, files, documents, and other materials that: a) contain information directly related to a student; and b) are maintained by an educational agency or institution. 20 U.S.C. § 1232g(a)(4)(A); 34 CFR § 99.3.  A record is “directly related” to a student if it identifies the student on its face, or if the student’s identity can be deduced from the demographic, descriptive or other information, either alone or in combination with other publicly available information.  This definition is broad enough to encompass virtually all records maintained by a college or university, including transcripts, academic records, exams, financial aid records, disciplinary records, housing contracts, disability services records, email messages and handwritten notes.  


FERPA allows students to inspect and review their education records for accuracy, provides a procedure for challenging the accuracy of education records, and prevents personally identifiable information from being disclosed to third parties without consent.  If a student requests his or her educational record, it must be provided within 45 days. 34 C.F.R. § 99.10.   

The definition of education records specifically excludes personal notes created solely for an individual’s personal use that are not accessible or shared with others, law enforcement records for a law enforcement purpose, certain employment records, and treatment records. 20 U.S.C. § 1232g(a)(4)(B).  “Treatment records” are defined as “records that are a) made or maintained by a physician, psychiatrist, psychologist or other recognized professional or paraprofessional acting in his or her professional capacity or assisting in a paraprofessional capacity, b) made, maintained or used only in connection with treatment, and c) disclosed only to individuals providing treatment.” 20 U.S.C. 1232g(a)(4)(B)(iv).  Progress notes by a physician, social worker, psychiatrist or psychologist are treatment records.  Records detailing a student’s health including mental illness or disability that are created or maintained by school officials who are not treatment providers—including teachers, deans, administrators, and resident advisors,  or are used for purposes other than treatment, are education records and thus are governed by FERPA. 20 U.S.C. § 1232g(a)(4).  Note that since these records contain information about a student’s mental health, they may also be governed by state mental health law and, in limited circumstances, by the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  A school must comply with the state or federal law with the strictest requirements.

It is important to note that FERPA’s protections apply to oral and written disclosure of information contained in education records.  Observations by school personnel other than mental health personnel (faculty, student affairs directors, deans, resident advisors) are not educational records, and are not governed by FERPA.  University administrators can disclose their observations to others without consent. (Statement of Leroy Rooker regarding Disclosure of Information from Education Records to Parents of Students Attending Postsecondary Institutions, http://www.ed.gov/policy/gen/guid/fpco/hottopics/ht-parents-postsecstudents.html.   See also, Letter to Montgomery County Public Schools (MD) re: Law Enforcement Unit Records (February 15, 2006) (on file with the Family Educational Rights and Privacy Act Online Library). http://www.ed.gov/policy/gen/guid/fpco/ferpa/library/montcounty0215.html).  However, any written notes that contain personal observations are education records protected by FERPA and can only be disclosed by consent or pursuant to one of the FERPA exceptions.  

The FERPA exceptions that allow disclosure without consent include: 

· Directory information  Directory information includes information contained in an education record of a student that would not generally be considered harmful or an invasion of privacy if disclosed. 34 C.F.R. § 99.3 (2006).  Examples of directory information include the student’s name, address, phone number, e-mail address, photograph, date of birth, field of study, sports participation, awards received, and other schools attended, among other examples. 20 U.S.C. § 1232g(b)(1); see also id. § 1232g(a)(5)(A). If a college or university wishes to designate certain classes of information as “directory information” that will be released without the student’s consent, it must first afford the student an opportunity to opt out and prevent the release of directory information. 34 C.F.R. § 99.37 (2006).  
· Legitimate Educational Interest   Under this exception to consent, a school official may release non-directory information and education records to another school official within the same educational institution who has a “legitimate educational interest” in the material, Id. § 1232g(b)(1)(A).  If a school does disclose records under this exception, it must define and give notice to its students of who qualifies as a “school official” and what constitutes a “legitimate educational interest.” Id.  However, since FERPA does not require a postsecondary school to make education records available to anyone other than an eligible student, a school can determine that certain records cannot be shared without consent even when a legitimate educational purpose exists. Letter from Leroy S. Rooker, Director, Family Policy Compliance Office, to David Cope, Assistant Professor, Mathematics Department, University of North Alabama (Nov. 2, 2004) (on file with the Family Educational Rights and Privacy Act Online Library),  http://www.ed.gov/policy/gen/guid/fpco/ferpa/library/copeuna.html. 
· Health or Safety Emergency   FERPA permits disclosure without consent to appropriate persons in connection with an emergency when information is necessary to protect the health or safety of the student or other persons. Id. § 1232g(b)(1)(I); 34 C.F.R. 99.31(a)(10) and 99.36   Appropriate persons typically include law enforcement officials, public health officials, trained medical personnel and a student’s parents. 34 CFR § 99.36(a) (December 9, 2008).   Schools may disclose information to such third parties if there is an articulable and significant threat to the health or safety of the student or others. 34 CFR § 99.36(c).  The U.S. Department of Education has interpreted the health and safety emergency exception to allow disclosure only if the school has determined, in a specific case that there is immediate need to disclose  information in order to avert or diffuse a serious threat to the safety or health of the student or other individuals. (Letter from Leroy S. Rooker, Director, Family Policy Compliance Office, to Melanie Baise, Associate University Counsel, The University of New Mexico (Nov. 29, 2004) (on file with the Family Educational Rights and Privacy Act Online Library),  http://www.ed.gov/policy/gen/guid/fpco/ferpa/library/baiseunmslc.html).  Further, any release must be narrowly tailored, and be made only to parties who can address the specific emergency in question.  FPCO Guidance on “Recent Amendments to FERPA Relating to Anti-Terrorism Activities (April 12, 2002).  The health and safety exception is “limited to the period of the emergency and generally will not allow for a blanket release of personally identifiable information from a student’s education records.” Id. 
· Parents of Dependents  Disclosure of education records to parents of students who have been declared dependant for federal tax purposes is permitted without consent. 20 U.S.C. § 1232g(b)(1)(H).  Schools can determine if a student is a dependent by asking students to submit redacted copies of their parents’ tax returns, or one of the model forms created by the Department of Education.     http://www.ed.gov/policy/gen/guid/fpco/ferpa/safeschools/modelform.html or http://www.ed.gov/policy/gen/guid/fpco/ferpa/safeschools/modelform2.html (including a consent section for students who are not dependent).

· Judicial Order or Subpoena  Release of records without consent is allowed in order to comply with a judicial order or lawfully issued subpoena. Id. § 1232g(b)(1)(J). 
· Other exceptions to the FERPA privacy rule permit school officials to share education records in certain circumstances with: officials of another school for purposes related to enrollment or transfer; authorized representatives of the Comptroller General of the United States, the Attorney General of the United States, the United States Secretary of Education, or state and local educational authorities; in connection with the student’s financial aid; organizations conducting certain studies for the educational institution; accrediting organizations to carry out their accrediting functions; or the student him or herself. Id. § 1232g(b)(1)(B-G).  Further, FERPA allows disclosing information to parents without a student’s consent if the student has violated any Federal, State or local Law, or any school rule or policy governing the possession or use of alcohol or a controlled substance, if the student is under age 21 and the use or possession constitutes a disciplinary violation.  Id. § 1232g(i). 99.31(a)(15). It also allows a school to disclose results of disciplinary proceeding for a crime of violence or non-forcible sex offense to a victim or others if the crime violated schools rules or policies. Id. § 1232g(b)(6).
A school that discloses information pursuant to one of the enumerated exceptions must inform the recipient that the information may not be re-disclosed unless the recipient obtains consent or the subsequent disclosure falls within one of the FERPA exceptions. Id. § 1232g(b)(4)(B).  Before a FERPA disclosure is made, state mental health privacy law protections must  be considered. A school should comply with the state or federal law with strictest requirements. 
Schools must record all requests for access and all disclosures and re-disclosures of personally identifiable information, and the basis for the release (ie the recipient’s legitimate educational interest).  Id. § 1232g(b)(4)(A), 34 CFR § 99.32. Schools must also, upon request, provide a copy of the released records to the student and an opportunity to challenge the content. 34 C.F.R. § 99.34(a). Similarly, if a school discloses information under the health or safety emergency exception, schools must record the articulable and significant threat to health or safety that formed the basis for disclosure and the parties to whom information was disclosed.  34 CFR § 99.32(a)(5). 
While there is no cause of action against school personnel for violation of FERPA (i.e., individual clinicians or administrators cannot be sued for FERPA violations), students may file a complaint with the Department of Education Office of Family Policy Compliance against a school that violates the FERPA requirements.  Sanctions may include loss of federal financial assistance. Students may also file complaints with the state Department of Higher Education. Even though a disclosure may be permissible under FERPA, it may violate a state re-disclosure law or other privacy law.  While it may be time consuming to obtain consent, when mental health information is at issue it is always preferable to obtain consent to a disclosure of confidential information, and as discussed above, it is potentially legally risky not to do so.   

b. Health Insurance Portability and Accountability Act (“HIPAA”) 
In the majority of cases, the Health Insurance Portability and Accountability Act (HIPAA), Pub. L. No. 104-191, 110 Stat. 1936 (codified as amended at 45 C.F.R. §§ 160, 164 (1996)), will not apply to the records maintained at postsecondary institutions.  HIPAA was enacted to provide national standards for privacy and access to identifiable health information, and to standardize the communication of electronic health information between health insurers and health care providers such as: hospitals, health care clinics, physicians’ offices, pharmacies, clinical social workers, psychologists, nurses, and any person or organization that furnishes, bills, or is paid for health care in the normal course of business.  As such, most communication in campus settings is outside the domain of HIPAA. 45 C.F.R. § 164.501.
HIPAA  applies only to “covered entities”-health plans, health care clearinghouses, and health care providers that transmit health information  in electronic form in connection with certain “covered transactions.” A HIPAA covered transaction is “the transmission of information … to carry out financial or administrative activities related to health care.” HIPAA specifically enumerates 11 HIPAA transactions such as processing health claims, billing third-party payers, transmitting encounter information, payment and remittance advice, health plan eligibility, and premium payments. 45 CFR § 160.103.
 Schools may be “covered entities” under HIPAA if they have a health program or clinic and staff that transmit health information in electronic form in connection with health care billing, payment and remittance advice, claims or encounter information. While many schools do provide health care services, if they do not engage in the enumerated transactions in electronic form, they are not covered entities.  

However, even if a school that receives federal funds is a covered entity, education records and medical and mental health records are specifically exempted from the definition of protected health information in the HIPAA privacy rule.. 45 C.F.R. §§ 160.103, 164.501.  However, since the reasoning for exclusion of treatment records from HIPAA protections in the postsecondary school context is questionable, the regulations are legally vulnerable.  See HIPAA Privacy Rule preamble; 65 Fed. Reg. at 82483.  


Note however, that treatment records of hospitals affiliated with universities are not FERPA education records (directly related to a student and maintained by an educational institution or party acting for the institution) and are therefore governed by the HIPAA Privacy rule.  


Like FERPA, HIPAA has exceptions to comply with law enforcement and to uphold other laws, such as those addressing public health, child abuse or neglect, domestic violence, criminal investigations, and judicial or administrative proceedings. 45 C.F.R. 164.512.  The HIPAA privacy rule has an emergency exception, which allows disclosure of protected health information without consent to prevent or lessen a serious and imminent threat to the health or safety of a person or the public, and disclosure is to a person reasonably able to prevent or lessen the threat, such as the target of the threat.  45 CFR § 164.512(j). Such disclosure must be consistent with applicable state law, as discussed above. A school must comply with the state or federal law with the most strict requirements.  


HIPAA does not give people the right to sue.  Instead, someone aggrieved by violation of HIPAA may file a written complaint with the Department of Health and Human Services Office for Civil Rights, which has the authority to impose civil and criminal penalties if they find a violation of the law. 

Other laws also apply to certain student health records, such as substance abuse records. Section 543 of the Public Health Service Act, 42 U.S.C. 290dd-2, and its implementing regulation, 42 CFR Part 2, establish confidentiality requirements for patient records that are maintained in connection with the performance of any federally-assisted specialized alcohol or drug abuse program. Publically operated schools are also subject to any protections for privacy that may exist in state constitutions.  

As described above, in most cases the mental health treatment records of a university counseling center will be exempt from federal law (ie. they are excluded from the definition of education records under FERPA and the definition of protected health information under HIPAA).  Instead, a counseling center’s mental health treatment records are primarily governed by state law, and professional licensing requirements, and codes of ethics. 

3. Licensing and Professional Ethics

In addition to legal duties to protect confidentiality, treatment providers have an ethical obligation not to disclose confidential information. The American Psychiatric Association, American Psychological Association, National Association of Social Workers, American Counseling Association, American School Counselor Association (ASCA), and American Medical Association, among others, all have codes of ethics that prohibit disclosure of confidential information except in limited circumstances.  
For example, the American Medical Association’s code of ethics holds as a central tenet that a physician shall safeguard patient confidences and privacy within the constraints of the law, The Principles of Medical Ethics  § 10.01 (Am. Med. Ass’n 2001).  It also provides that, “[w]hen a patient threatens to inflict serious physical harm to another person or to him or herself and there is a reasonable probability that the patient may carry out the threat, the physician should take reasonable precautions for the protection of the intended victim, which may include notification of law enforcement authorities.” Code of Medical Ethics: Current Opinions § E-5.05 (Am. Med. Ass’n 2007)  However, the Code stresses that when disclosure is necessary, only the minimal amount of information required by law should be divulged. Id.  See also, The Principles of Medical Ethics: With Annotations Especially Applicable To Psychiatry § 4.2 (Am. Psychiatric Ass’n 2008)), Ethical Principles And Code Of Conduct § 4.05 (Am. Psychological Ass’n 2003), National Association of Social Workers, Code of Ethics, 1.07(c).  

Family members may be appropriate individuals to whom confidential information can be released in an emergency situation, however, treatment providers must exercise professional judgment and consider whether disclosure to family members will exacerbate the problem or damage the therapeutic relationship. 
Several Codes also include an ethical obligation for mental health treatment providers to inform their clients of the nature and limits of confidentiality, and the circumstances in which confidentiality will be breached.  See e.g., National Association of Social Workers § 1.07(e); Ethical Principles and Code Of Conduct § 4.02 (Am. Psychological Ass’n 2006).

It is appropriate for counselors to assist a student in seeking a leave or accommodations, at the students’ request.   But, it is a breach of professional ethics for a therapist to have a “dual relationship” with a client, simultaneously acting as a treatment provider to a student and a decision-maker for the university.  A counselor cannot provide treatment services to the student and simultaneously use information gathered in treating the student to make an administrative determination on behalf of the university.  When a counselor is in a treatment relationship with a student, participating as a decision-maker on behalf of the university to determine, for example, whether the student should be placed on an involuntary leave of absence presents a conflict of interest and is unethical.  Of course, in a situation in which the student may present significant danger to self or others, the therapist is obligated to take necessary steps to protect the student and the community (more on this later). 


Recommendations: 

Policies should be developed so as not to discourage students from seeking treatment, e.g. forcing students to take a medical leave solely on the basis of seeking treatment for suicidal thoughts or attempts. 
Confidentiality is critical.  Efforts to relax confidentiality and mandate parental notification are likely to have an unintended deleterious impact on the care of college students.
State and federal law and codes of ethics allow disclosure to appropriate persons in connection with an emergency.  Perceived impediments to information- sharing seem to be the result of limited or misunderstanding of FERPA and other relevant laws and regulations. The applicable laws actually provide an adequate framework for thoughtful clinical decision-making.
As described above, schools should ask students to identify individuals whom they wish to be contacted in case of a medical or psychiatric emergency.  
Student Mental Health Services need to be clear with students and families when they are not in a treatment relationship but are acting as an agent of the university, e.g. when doing assessments about whether a student may reenter the University after a medical leave.
