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Abstract

People have subjective valuations of privacy. Thus, absent further con-
siderations, e¢ ciency requires that a person be a¤orded privacy if, and
only if, his subjective valuation of privacy exceeds the social value of the
information that would be disclosed through a violation of that person�s
privacy. Absolute regimes that either always allow privacy, or never allow
privacy, cannot achieve this result. This article shows that a conditional
privacy regime can lead to e¢ cient separation among people based on their
subjective valuations of privacy. Moreover, this regime does not ine¢ -
ciently distort information collection incentives or incentives to refrain
from various acts that may generate collectible information.

1. Introduction
Rapid technological developments are enabling cheap and e¤ective means

of information collection and dissemination. While this is generally a posi-
tive development that reduces the cost of learning, it generates some negative
consequences by making available private, embarrassing, damaging and even hu-
miliating information. Thus, an important question is whether these negative
consequences can be eliminated or mitigated, without interfering much with the
free �ow of information.
A solution that was previously proposed is the creation of a "National In-

formation Market" (NIM).1 A well functioning NIM has the same appealing
features as any other market: people engage in transactions voluntarily, thus,
every transaction implies a Pareto improvement, and a NIM allows more volun-
tary transactions. Stated di¤erently, a person would sell private information in
a NIM only if he is o¤ered a price that is greater than the inconvenience to him
of this information being disseminated (henceforth, privacy cost). Moreover,
a buyer would be willing to o¤er a price greater than the privacy cost to the
seller, only if the social value of the information is greater than this privacy
cost. Thus, all transactions would be wealth enhancing.
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There is, of course, an important problem that a NIM may not be able to
solve. The buyer of the information will often be interested in purchasing the
information to disseminate it to third parties, and collect proceeds from doing
so. In many cases, the buyer will not be able to collect the entirety of the
reservation prices of third parties from accessing this information (among other
reasons, because he cannot perfectly price discriminate). Thus, even assuming
that a NIM were feasible, it would not be able to facilitate all transactions that
are wealth enhancing, but, every transaction that takes place in a NIM would
be wealth enhancing. That the buyer of the information cannot internalize the
entirety of the positive externalities he generates by disseminating the informa-
tion is only one of the reasons for this, but, other considerations may imply the
same result.
Based on the discussion above, one may claim that a NIM would unambigu-

ously increase social welfare: they only allow welfare enhancing transactions.
This view is correct, but only given the initial allocation of rights. If, for in-
stance, people did not have any legal ownership interest in information about
them, then more information would be disseminated, including those whose dis-
semination is welfare enhancing, but, due to problems discussed above, end up
not being disseminated in a NIM. Thus, the normative ranking of a NIM, as
described above, and a legal regime where people have no property rights (call
this the �publicity regime�) attached to information about them, depends, among
other things, on (i) our beliefs regarding the proportion of instances where a
NIM versus a publicity regime prevents welfare enhancing transactions, and,
(ii) the average value of the welfare enhancing transactions that each regime
promotes and prohibits.
While this is inherently an empirical question whose answer depends on the

particular circumstance, the normative values that are re�ected through various
legal and social norms, as well as the First Amendment, indicates that we, as a
society, place a very high value on allowing free information �ow. This can be
interpreted as a result of an implicit belief that, in an overwhelming majority
of cases, the social value of the information being shared is greater than the
privacy cost to the individual. By saying this, I am not at all attempting to
undervalue the interest of any individual to keep certain information to himself
and to have it shared only with individuals of his own choosing. Rather, I am
providing a simple economic rationale for our default position that we should
not be interfering with the free �ow of information in an overwhelming majority
of circumstances.
These observations have important implications regarding the optimal allo-

cation of property rights over private information. This claim is contrary to
early comments on the issue, which claim that an application of the Coase the-
orem implies that the initial allocation of property rights is irrelevant.2 This
is because, there are important transaction costs associated with enforcing any
conceivable protection of privacy rights (in addition to the costs of even de�n-
ing these rights), which implies that allocating rights to the wrong party may

2Noam (1997).
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cause at least two sources of signi�cant ine¢ ciencies. First, in instances where
transactions costs are prohibitively high there will be losses from unrealized
trades, i.e. allocative ine¢ ciencies. Second, even in instances in which trans-
action costs are small enough to make trade between parties pro�table, these
small costs will nevertheless need to be incurred if rights are held by the wrong
party. These costs, which are small per transaction, can sum up to very large
aggregate costs, if the number of transactions that need to take place is large.
Thus, if we believe that in most cases the social value of sharing the information
is greater than cost of breaching privacy, it is presumably best to not allocate
privacy unconditional rights (as suggested in the NIM proposal).
The obvious alternative, is to have a publicity regime that uncondition-

ally allows information dissemination. The initial concern that comes to mind
with this type of regime is that it may lead to the dissemination of undesir-
able (e.g. embarrassing or humiliating) information, which may generate net-
losses. A counter-claim to this argument may be that people who are really
signi�cantly adversely a¤ected by the presence of this type of information may
approach the party disseminating it (henceforth, publishers), and pay for the
non-dissemination of this information. Although this response may have some
appeal, it does not consider real and important externalities.
First, this type of regime may have the e¤ect of over-incentivizing the cap-

turing of negative value information.3 This type of behavior, motivated by the
prospect of rent-seeking, causes at best distributive e¤ects that do not enhance
welfare ex-post, but requires investments ex-ante.4 Hence, allowing no privacy
protection may cause losses, too, by incentivizing wasteful investments in rent-
seeking activity. The opposite problem is also possible: if publishers are able
to internalize only a small proportion of the social gains from information dis-
semination, they may have sub-optimal incentives to collect socially valuable
information. Which of these problems is generated hinges on a comparisons be-
tween the proportion of social value that the publisher is unable to capture (this
can be called consumer surplus in the market for information) through infor-
mation dissemination and the average privacy cost of individuals about whom
information is disseminated. If the former [latter] is larger, then the publisher
is under-incentivized [over-incentivized] to collect information.
Second, as Daughety and Reinganum (2010) point out, the prospect of in-

formation collection and dissemination may a¤ect actors�ex-ante behavior. By
not engaging in activity about which information can be collected, the actor can
minimize the likelihood of embarrassing information being leaked out. Wether
this is a good or a bad thing depends on the nature of the act that generates
the information. If the act does not cause any signi�cant harm onto others
(and perhaps confers bene�ts to some parties), then, one may refer to this type
of ex-ante impact as chilling e¤ects. On the other hand, if the act is socially
harmful, one may appropriately refer to them as deterrence e¤ects. A publicity

3Hirshleifer (1971) makes a similar observation regarding investments in private informa-
tion.

4These costs are quite simlar to those that exist in the context of duress in contract law
and are analyzed in Seidenfeld and Mungan (2015).
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regime can over-chill socially desirable behavior, and may over- or under-deter
socially harmful behavior.
To summarize, giving people property rights over their private information

may generate large transaction costs and may also lead to the over-removing of
information from the public sphere. On the other hand, the publicity regime may
over-incentivize publishers to invest in information acquisition activities, and
may also have undesirable e¤ects on the activities that generate the information
that is disseminated.
In this article, I consider a hybrid-regime of �conditional privacy rights�where

the rule is that a publisher may disseminate any information that it captures,
but an individual may remove this information from the public sphere condi-
tional on paying an amount determined by a court. This enables a sorting of
the information to be removed based on the person�s subjective valuation of his
privacy. This regime also has the potential of aligning the publisher�s incentives
to collect information with the social objective. In particular, if the type of in-
formation is one that, on average, generates privacy costs that are smaller than
the fraction of the social value of information dissemination that the publisher
is unable to reap, than it is optimal for part of the proceeds from the infor-
mation removal to be redirected to the publisher. Alternatively, if the opposite
condition holds, it may be optimal to impose a sanction on the publisher for
each information removal transaction.
Thus, the advantages of this regime are that it enhances allocative e¢ ciency

by allowing individuals to remove information from the public sphere when the
privacy cost exceeds the social value of the information. Moreover, the regime
mitigates costs associated due to misalignments between the publishers incen-
tives to collect information and the social objective. Finally, the regime can
improve social welfare through its e¤ects on actors�ex-ante behavior: chilling
behavior is mitigated due to the possibility of removing embarrassing informa-
tion, and when the act is socially harmful, gains from privacy can be optimally
traded-o¤ against deterrence bene�ts through adjustments in the price that one
has to pay to exercise privacy rights.
To formalize these potential bene�ts in a simple framework, I consider a

setting where individuals can remove information from the public sphere only
through court orders, and that they cannot directly negotiate with publishers.
These assumptions are justi�ed if there are large transaction costs, perhaps
due to the reasons described above, that prevent Coasean bargaining between
the publisher and individuals. Thus, the model presented cannot formalize
any transaction-cost-reducing-e¤ects. However, an additional plauisble bene�t
from conditional privacy rights -relative to a NIM- is presumably obtained by
allowing the parties to avoid transactions costs in an overwhelming majority
of cases (where the social value of the information is greater than the private
value to the individual). I brie�y elaborate on transaction costs related issues
in section 4.
It is important to note that the analysis in this article relates to only a

sub-set of the concerns raised in the prior literature on privacy. Acquisti et al.
(2016) provide an extensive survey of this literature, and conclude that there are
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three main themes in this literature. Some previous articles focus on problems
associated with behavioral biases which make it hard for people to correctly in-
terpret the trade-o¤s associated with privacy related decisions. Another strand
of the literature focuses on the lack of information regarding how, when, and
why information may be collected. Finally, there articles focusing on the the-
oretical welfare e¤ects of privacy protection. The instant article is related to
this last strand of the literature. In particular, it focuses on the simple meaning
of privacy costs which are generated by concrete pieces of information that are
embarrassing or reveal negative traits about an individual.
It is also worth noting that the analysis presented here has a close resemb-

lence to the seemingly urelated literature on contractual hold-up and duress. In
particular, Shavell (2007), Bar-Gill and Ben-Shahar (2004), and Mungan and
Seidenfeld (2015) provide analyses of cases where a party may expend resources
to place itself in a position to threaten a second party unless that party com-
plies with the threatenor�s demands. The analyses in these articles di¤er from
the analysis presented here, because they consider the relationship between two
speci�c parties (as opposed to publishers and the public generally). Moreover,
Shavell (2007), which, as in this article, considers court induced price caps in
these contractual hold-up situations, considers a setting where, contrary to the
setting considered here, all costs and bene�ts are incured by the two parties
interacting, i.e. there are no externalities to third parties.
This article proceeds as follows. In section 2, I propose a simple model where

a publisher chooses how much e¤ort to exert in information collection, and, this
decision does not a¤ect people�s ex-ante behavior (i.e. no chilling or deterrence
e¤ects are captured). This section highlights how sanctions and/or rewards can
be used to align the publisher�s incentives with the social objective. Section
3, extends this model to incorporate potential ex-ante e¤ects, and shows that
the same mechanism proposed in section 2 can be used when ex-ante e¤ects are
possible. This section also points out that one can always construct a conditional
privacy regime that is superior to a publicity regime. Section 4 concludes, and
an appendix in the end contains proofs of various propositions.
2. Simple Model of Information Gathering and Conditional Pri-

vacy Rights
In this section, I consider a simple model, where people�s ex-ante behavior

are not taken into consideration (or, alternatively, una¤ected by the informa-
tion gathering behavior of publishers). The objective is to highlight the e¤ect
of conditional privacy rights in two primary dimensions. First, these rights
can be used to separate between people based on their subjective valuations
of privacy. Second, allowing people to exercise conditional privacy rights can
reduce the incentives of publishers to obtain information. This reduction con-
tributes to welfare, if the publisher has incentives to over-invest in information
gathering in the �rst place. The opposite conclusion is true if the publisher
is under-incentivized to collect information. If privacy rights cause any per-
verse incentives for the publisher, they can be �xed by re-directing some of the
proceeds from the collection of fees towards publishers.
To formalize these ideas, I consider a continuum of individuals, about whom
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publishers may collect information. Because these individuals di¤er from each
other with respect to their privacy costs, f denotes the density function describ-
ing the measure of individuals who have costs c, with f(c) > 0 for all c > 0, and
F denotes the cumulative distribution function associated with f .
Publishers attempt to collect information about individuals, by expending

costs of  , which leads to successful information collection, per individual, with
probability q( ) where q0 > 0 and q00 < 0. The social value of disclosing
information is g, and by disclosing this information the publisher reaps � fraction
of these bene�ts.
Finally, the government allows individuals to exercise privacy rights, condi-

tional on paying a fee of x. Thus, if publishers obtain information regarding
a person and disclose it, the individual has two options: pay x and not incur
the privacy cost of c, or do nothing and su¤er the privacy cost of c. Thus, only
individuals with c > x exercise their conditional privacy rights.5

Given this notation, the publisher�s expected bene�t, as a function of  , is
given by:

q( )F (x)�g �  (1)

Therefore, the publisher�s choice of e¤ort, denoted  P satis�es:

@q( P )

@ 
=

1

F (x)�g
(2)

Social welfare, which consists of the social value and the privacy costs associated
with the information published minus the information gathering expenses, is
given by:

q( )

xZ
0

(g � c)f(c)dc�  (3)

Thus, the optimal investment in information collection, given any x, satis�es:

@q( �)

@ 
=

1
xR
0

(g � c)f(c)dc
(4)

A comparison of (2) and (4) reveals the conditions under which the publisher
over- or under-invests in information collection, given any x. This comparison
hinges on the average privacy cost incurred by individuals about whom private
information is published. This value, which is a function of x, can be de�ned
as:

c(x) =

xR
0

cf(c)dc

F (x)
(5)

Lemma 1: The publisher is over-incentivized [under-incentivized] to collect
information, if the average privacy costs to individuals from information pub-
lication is greater [smaller] than the social value of the information that the

5 I assume that indi¤erent individuals do not exercise their conditional privacy rights.
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publisher is unable to internalize. Stated di¤erently,  � �  P (which implies
q� � qP ) i¤ (1� �)g � c(x).
Proof:

@q( �)

@ 
=

1
xR
0

(g � c)f(c)dc
� 1

F (x)�g
=
@q( P )

@ 
i¤ (6)

F (x)�g �
xZ
0

(g � c)f(c)dc = F (x)(g � c(x)) (7)

Thus, @q( �)
@ � @q( P )

@ i¤ (1 � �)g � c(x). Since q00 < 0, this implies that

 � �  P i¤ (1� �)g � c(x).�
The rationale behind lemma is intuitive. The publisher�s and the social ob-

jective would be aligned with each other if the publisher were to internalize all
relevant costs and bene�ts. However, information dissemination causes positive
as well as negative externalities. In particular, the publisher is unable to in-
ternalize (1� �)g of the social value associated with each piece of information
disclosed, because he is unable to collect the entire value of the information
from third parties who use the information, i.e. because he is unable to price
discriminate. The publisher�s inability to reap the entirety of the bene�ts asso-
ciated with his investments leads him to under-invest in collecting information.
On the other hand, the publisher imposes an average privacy cost of c(x) per
person about whom information is published, and he is not forced to internalize
any portion of these costs. The publisher�s disregard of these costs cause him to
over-invest in information collection. Thus, in aggregate, whether the publisher
over- or under-invests in information collection depends on the magnitude of the
positive versus negative externalities associated with information dissemination.
An immediate corollary of these observations is that social welfare can be

increased, relative to the publicity regime, by using conditional privacy rights
and setting x = g when (1 � �)g � c(g). This is because cx > 0, and thus,
absent conditional privacy rights, the publisher is over-incentivized to collect
information. His deviation from the optimal investment in information collec-
tion can be mitigated by reducing the pro�tability of information collection,
which is what happens when conditional privacy rights are introduced.
On the other hand, if (1 � �)g � c(g), social welfare can be increased by

setting x = g, and diverting �g of the proceeds, per conditional privacy right
exercised, to the publisher. This regime simply keeps the publisher�s incentives
unchanged relative to the publicity regime, but, causes the publication only of
information whose social value is smaller than the privacy cost to the individual.
Finally, the government can align the publisher�s incentives with the social

objective, if it can impose a sanction on the publisher or provide him with a
reward for each person who exercises his privacy rights. Sanctions would be
optimal if the publisher is over-incentivized when x = g, and rewards would be
optimal if he is under-incentivized when x = g. To formalize these results, let s
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denote the amount that the government pays the publisher, per individual who
exercises his conditional privacy right.
Proposition 1: (i) It is optimal to set the price of privacy equal to the social

bene�t from the information (i.e. x� = g), and it is optimal to reward [sanction]
the publisher when the average privacy cost to individuals from publication (i.e.
c(g)) is smaller [greater] than the social gains from information dissemination
that the publisher is unable to capture (i.e. (1 � �)g). The optimal reward [or
sanction] is s� = F (g)

1�F (g) [(1��)g�c(g)]. (ii) A regime where x = g and s = �g

dominates the publicity regime. (iii) When (1 � �)g < c(g), a regime where
x = g and s = 0 dominates the publicity regime as well as the regime where
x = g and s = �g.
Proof: (i) Let bs(x) = F (x)

1�F (x) [(1 � �)g � c(x)]. When s = bs(x), it follows
that the publisher�s pay-o¤ as a function of  is given by: q( )(F (x)�g + (1�
F (x))bs(x))� = q( )(F (x)�g�F (x)c(x))� = q( )

xR
0

(g� c)f(c)dc� . This

implies that bs(x) alligns the publisher�s incentives with the social objective, and
therefore, given any x, maximizes social welfare. Given s = bs(x), social welfare
becomes:

W = q( �)

xZ
0

(g � c)f(c)dc�  � (8)

Thus, dWdx = (g � x)f(x), and therefore x
� = g.

(ii) Setting s = �g causes the publisher to have the same information collec-
tion incentives that he has in the publicity regime. Thus, both regimes produce
the same  , and, therefore, the same q. Thus, the welfare in the two regimes,
and their di¤erence, are given by:

WP �WC = qP
1Z
0

(g � c)f(c)dc�  P � qC
gZ
0

(g � c)f(c)dc+  C (9)

= qP (

1Z
0

(g � c)f(c)dc�
gZ
0

(g � c)f(c)dc) = qP (

1Z
g

(g � c)f(c)dc) < 0

where the P superscript denotes publicity and the C superscript denotes the
regime where s = �g and x = g.
(iii) Let qC , qP , and q0 denote the resulting probabilities in the regime where

s = �g and x = g, the publicity regime, and the regime where s = 0 and x = g,
respectively. It follows that qC = qP > q0 > q� (the equality follows from part
(ii) of this proposition; qC > q0, because setting s > 0 increases information
collection incentives; and q0 > q� because (1� �)g < c(g)). Thus, the �rst two
regimes generate greater costs than the regime where s = 0, due to deviations
from the optimal investment.�
Part (i) of proposition 1 identi�es optimal policies assuming that s can be

set at any level. Parts (ii) and (iii), on the other hand, focus on policies that
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are simpler to implement: they require s to be set at either 0, or �g. The latter
reward of �g has an intuitive meaning: it corresponds to the lost revenue of the
publisher as a result of information removal. These policies may be more attrac-
tive when speci�c determinations of s� would require large administrative costs,
which is an issue that is not explicitly incorporated in the models presented in
this article.
This section presents results pertaining to the social desirability of using

conditional privacy rights when information collection causes no ex-ante e¤ects.
The next section incorporates these e¤ects through a more complex model.
3. Conditional Privacy Regimes when there are Ex-ante E¤ects
To incorporate potential ex-ante e¤ects, I consider a setting where the in-

formation of interest is generated by an act that confers bene�ts to the actor
and may generate externalities. The bene�t to the individual is denoted b, and
is distributed with k(b) across individuals, and the act causes an externality of
�h to third parties (there are harms to third parties i¤ h > 0, and there are
bene�ts to third parties i¤ h < 0). The act generates information, which, as in
the previous section, may be captured by a publisher with probability q( ). If
the information is captured and disclosed, the actor su¤ers a cost of c as in the
previous section. To simplify the analysis, I assume that b and c are indepen-
dently distributed. The government, as in the previous section, chooses x and
s.
Thus, the sequence of events can be described as follows:
Period 0: The government sets x and s
Period 1: Actors decide whether or not to commit the act
Period 2: The publisher (henceforth J) decides how much e¤ort to exert
Period 3: Actors, about whom information is captured, decide whether or

not to pay x to exercise their conditional privacy rights.
Next, I proceed by backward induction to determine the subgame perfect

Nash equilibria (SPNE) of this game.
3.1. Actors�and Publishers�Behavior
Period 3:
Actors about whom information is collected decide whether or not to exercise

their privacy rights. It immediately follows that these individuals exercise their
rights if c > x � c�.
Period 2:
The publisher has to decide how much e¤ort to exert. It�s pay-o¤ is given

by:
q( )[(1� )�g + �s]�  (10)

where 1 �  and � are the measures of individuals with c � x and c > x,
respectively, who commit the act in period 1. This implies that a measure of
�� individuals do not commit the act. Thus, J chooses e¤ort qo = q( o) that
satis�es:

q0( o) =
1

(1� )�g + �s (11)

Period 1:
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In this period, actors engage in a simultaneous game where each chooses
whether or not to commit the act. Each individual takes � and 1� , as given,
since no person has positive measure. These measures, i.e. � and 1� , imply
an expected probability of information collection in the second period, which I
denote as qe. Thus individuals commit the act if

b� qec > 0 and c � x; or (12)

b� qex > 0 and c > x.

on the other hand individuals with

b� qec � 0 and c � x ; or (13)

b� qex � 0 and c > x.

do not commit the act. Thus, the actual �rst period measures of individuals
committing the act in the �rst period, as a function of qe, are given by:

1� (qe) =
xZ
0

1Z
qec

k(b)dbf(c)dc (14)

and

�(qe) =

1Z
x

1Z
qex

k(b)dbf(c)dc (15)

Thus, a SPNE exists when the expected probability of information collection,
qe, equals the observed probability of information collection, qo = q( o(qe)),
which is de�ned in (11) and the accompanying text.6 Thus, the equilibrium
condition can be de�ned as:

q( o(qe)) = qe (16)

The next lemma formalizes that an equilibrium exists, and provides a su¢ -
cient condition for its uniqueness. Figure 1, below, illustrates the behavior of
individuals in a SPNE.

[Insert Figure I]

Lemma 2:Given any x, there is a an interior SPNE q� such that q( o(q�)) =
q�. Moreover, the equilibrium is unique when s � 0.
Proof: First, note that the right hand side of (11) is positive when qe =

0, which, in turn, implies that  o > 0 and q( o(0)) > 0. Next, note that
q( o(1)) < 1 since, 1�(1) > 0, which implies, per (11), that  o is �nite. Thus,

6Otherwise, some actors have pro�table deviations from their strategies in the �rst period.
In particular, if qe > qo an actor with b 2 (qo; qe) and c < x, can increase his expected pay-o¤
by committing the act, and if qe < qo an actor with b 2 (qe; qo) and c < x, can increase his
expected pay-o¤ by not committing the act.
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if we express the equilibrium condition in (16) as E(qe) = q( o(qe)) � qe, it
follows that E(0) > 0 and E(1) < 0. Therefore, an equilibrium exists. Moreover,
implicitly di¤erentiating (11) reveals that:

@ o

@qe
= � 1

[(1� (qe))�g + �s]2q00 (��g
@

@qe
+ s

@�

@qe
) (17)

as (14) and (15) illustrate @
@qe > 0 and @�

@qe < 0. Thus, @ 
o

@qe < 0 when s > 0.

This implies that @q( 
o(qe))
@qe = q0 @ 

o

@qe < 0, which, in turn implies that
@E(qe)
@qe < 0,

and therefore, the equilibrium is unique.�
In addition to showing that an equilibrium exists, lemma 1 also illustrates

that unless s is negative and large, there is a single equilibrium. As illustrated in
section 2, in a simpler framework it is not necessary to resort to a negative s to
increase welfare relative to the publicity regime, and this reasoning extends to
the present analysis. Proposition 2, below, formalizes this result, by constructing
a regime that generates the same incentives for the publisher as in the publicity
regime, but allows welfare to be maximized by choosing x to trade o¤ other
costs and bene�ts.
Proposition 2: A regime where s = �g

�(qP )
(qP ) � sI < �g produces the

same information collection probability as a publicity regime for all x, where qP

is the information collection probability in a publicity regime.
Proof: The publisher�s pay-o¤ in the proposed regime is given by

q( )[(1� )�g + �sI ]�  (18)

= q[(1� (qe))�g + �g�(q
e)(qP )

�(qP )
]�  

Thus, it follows that when qe = qP , J chooses an e¤or that produces a collection
probability of qP , i.e. q( o(qP )) = qP . This is because, when qe = qP (18)
becomes q( )�g �  , and qP , by de�nition, maximizes this expression.�
In the proceeding parts, I use the abbreviation IPCP to refer to regimes

where s = �g
�(qP )

(qP ). This is short for Incentive Preserving Conditional
Privacy regimes. Since s > 0 in these regimes, it follows that an IPCP generates
a unique equilibrium. The next proposition illustrates the e¤ect of varying x
among IPCPs. These e¤ects are illustrated in �gure 2, below.

[Insert Figure 2]

Proposition 3: Increasing x among IPCPs (i) reduces the measure of indi-
viduals who commit the act in the �rst period (chilling or deterrence e¤ect) and
(ii) increases the amount of information available (information e¤ect).
Proof: As proposition 2 demonstrates, all IPCPs generate the same proba-

bility of information collection, q�. Thus, as (15) illustrates

@=@x = �f(x)(1�K(q�x)) < 0 (19)
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and
@�=@x = �f(x)(1�K(q�x))� q�k(q�x)(1� F (x)) < 0 (20)

(19) implies that q�(1 � ), i.e. the measure of individuals about whom infor-
mation is disclosed (and who do not exercise their conditional privacy rights),
is decreasing in x, which is the claim made in part (ii).
(i) On the other hand, the measure of individuals who do not engage in the

act in the �rst period is given by  � �. (19) and (20) together imply that
the change in this measure in response to a change in x is given by x � �x =
q�k(q�x)(1� F (x)) > 0.�
Proposition 3 illustrates how varying the cost of conditional privacy rights,

among IPCPs, a¤ects the behavior of individuals in the �rst period, and how
it a¤ects the amount of information publicized. These observations play a key
role in illustrating the social welfare e¤ects of varying x.
3.2. Social Welfare Analysis
Given individuals�behavior, as described in the preceding section, one can

formulate social welfare as a function of the government�s choice of x. The
utilitarian social welfare that I consider consists of the sum of all bene�ts (the
relevant bs and gs) net of costs (the relevant cs and  s). Thus, social welfare is
given by:

W =

xZ
0

1Z
q�c

(b�h+ q�(g� c))k(b)dbf(c)dc+
1Z
x

1Z
q�x

(b�h)k(b)dbf(c)dc� � (21)

All components of social welfare, except for � � are illustrated in �gure 2.
The same �gure also illustrates two e¤ects which can be described with reference
to �gure 2 as �1 and �2 as follows:
�1 = changes in welfare due to chilling or deterrence e¤ects (�(b � h) per

individual moving from area I to area III)
�2 = changes in welfare as a result of more information publication
It is straight forward to note that the contribution of �1 to social welfare

is non-negative i¤ q�x � h and that the contribution of �2 is non-negative i¤
x � g. Thus, an immediate result is that if h > 0, the welfare maximizing
x among all IPCPs, denoted as xI is such that xI 2 [minf hq� ; gg;maxf

h
q� ; gg].

Equally straightforward is the observation that xI < g when h � 0. More
generally, the welfare maximizing IPCP regime is obtained when x is chosen to
optimally trade-o¤ chilling/deterrence e¤ects against gains from more informa-
tion. However, the observations that xI < maxf hq� ; gg, regardless of the value of
h, has a simple implication: there exists an IPCP that generates greater welfare
than the publicity regime. This follows, because the publicity regime produces
the same welfare as the limiting IPCP where x!1. The fact that there exists
a �nite xI that maximizes welfare among all IPCPs implies that the publicity
regime is dominated. Proposition 4 summarizes these results.
Proposition 4: (i) The welfare maximizing IPCP regime dominates the pub-

licity regime. (ii) xI 2 [minf hq� ; g; 0g;maxf
h
q� ; gg]. (iii) There exists a threshold
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externality h < 0, such that xI > 0 if h > h. (iv) When xI > 0, it follows that
xIg > 0 and x

I
h > 0.

Proof: (i) Given that s = sI it follows that

@W

@x
=

1Z
x

k(q�x)(h� q�x)f(c)dc+
1Z
q�x

f(x)q�(g � x)k(b)db (22)

= k(q�x)(h� q�x)(1� F (x)) + f(x)q�(g � x)(1�K(q�x))

Thus, @W=@x < 0 for all x > maxf hq� ; gg.
(iv) @xI

@g = �
Wxg

Wxx
= � f(x)q�(1�K(q�x))

Wxx
> 0, since Wxxjx=xI < 0, because xI

maximizes W . Similarly, @x
I

@h = �
Wxh

Wxx
= �k(q�x)(1�F (x))

Wxx
> 0.

(ii) If minf hq� ; gg > 0, it follows from (22) that @W (0)
@x > 0 and @W (0)

@x < 0

for all x < maxf hq� ; gg, thus x
I 2 [minf hq� ; gg;maxf

h
q� ; gg]. However, when

minf hq� ; gg � 0 it is possible that x
I = 0, since @W (0)

@x < 0 for su¢ ciently small
h.
(iii) Denote @W

@x as @W (h;x)
@x and xI = xI(h). It follows that @W (0;0)

@x > 0

which implies that there exists h < 0 such that @W (h;0)
@x > 0 for all h > h.

Hence, xI(h) > 0 for all h > h. �
Proposition 4 illustrates the simple trade-o¤s that emerge when the analysis

is restricted to IPCPs. When the act that generates the information is socially
desirable, the welfare maximizing x among IPCPs is smaller than the social value
of the information. This means that some information, whose disclosure would,
but for other e¤ects, be socially desirable, is not disclosed. This is because the
welfare maximizing x trades-o¤ some informational bene�ts for bene�ts in the
form of reduced chilling e¤ects. On the other hand, when the act that generates
the information is su¢ ciently harmful (i.e. h > q�g), the welfare maximizing x
is greater than g: some information whose disclosure causes signi�cant privacy
costs are nevertheless disclosed to increase deterrence. It is technically possible
for xI = 0. But, this is possible only if information disclosure is likely to cause
very large chilling e¤ects. Finally, xI is increasing in both g and h, because
increases in these variables imply increased gains from information disclosure in
the form of increased deterrence (or reduced chilling of behavior) and greater
informational bene�ts.
If s is not constrained to keep the publisher�s incentives unchanged relative

to the publicity regime, welfare can be increased even further. These regimes do
not necessarily keep q� constant, and thus, generate an additional trade-o¤ that
is tied to changes in this probability. These complications do not a¤ect any of
the qualitative results presented in proposition 4. In other words, the optimal
conditional privacy rights regime responds to h and g in the same manner that
the best IPCP regime does. The primary di¤erence is that the optimal s may be
a penalty on the publisher rather than a reward, i.e. s� < 0 is possible. These
claims are formalized in proposition 5.
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Proposition 5: (i) x� is �nite and there exists a threshold externality h < 0,
such that xI > 0 i¤ h > h. (ii) s� � 0 i¤ c(x�) � (1��)g. (iii) When xI > 0,
it follows that xIg > 0 and x

I
h > 0.

Proof: See appendix.
4. Transaction Costs and Strategic Interactions
The primary purpose of the analysis in section 3 is to highlight the separating

function of conditional privacy rights. Only those individuals who have high
valuations of privacy are willing to incur the cost of information removal. Thus,
one can set x to make sure that only socially detrimental information is removed
from the public sphere. This analysis abstracts from a couple of interrelated
issues pertaining to Coasean bargaining, which can potentially be addressed
in future research that extends the analysis contained herein. In particular, it
is assumed that i-) legal actions are costless to take, ii-) a person who would
otherwise have information removed through court order cannot circumvent the
court by o¤ering the publisher some compensation that is lower than x, iii-) a
person with c 2 (�g; x) cannot approach the publisher and o¤er him an amount
larger than �g to stop him from publishing information, and iv-) the publisher
cannot induce a person by paying him an amount greater than c� x to publish
the information, which the person could otherwise remove from the public space
through court order.
Some of these assumptions are justi�ed when there are large transaction

costs (t) associated with negotiations and communications between the publisher
and the person about whom information is collected. For instance, if t > g,
in the regime described in section 2, the publisher and individuals (with any
c) cannot generate a large enough surplus to make it worthwhile for them to
negotiate. Even if this assumption were reasonable, it would be an interesting
approach to consider transactions costs and simultaneously ignore litigation
costs. Thus, an interesting question to ask is whether there are good reasons to
think that negotiations between publishers and individuals may break down even
if litigation is relatively inexpensive. One potential reason, brie�y mentioned in
the introduction, is the possibility of strategic interactions between publishers
and individuals. If for instance, publishers may refuse information removal
to establish a reputation to increase their over-all bargaining positions, fewer
transactions than expected may take place.
Studying these and related issues can highlight the hidden costs and bene�ts

associated with conditional privacy rights, and may reveal that the proposed
optimal conditional privacy right regimes must be modi�ed in light of these
costs.
5. Conclusion
The economics literature has made multiple observations regarding the po-

tential social welfare e¤ects of privacy protection, and has pointed out both
bene�ts and costs associated with regimes that protect privacy. This literature
generally focuses on absolute privacy rights (as in the NIM example) as well
as absolute publicity regimes (where there are no privacy rights). In this arti-
cle, I have studied the properties of a hybrid regime where privacy rights are
conditional, and have highlighted the bene�ts that can be generated through
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this hybrid regime. The analysis reveals that a conditional privacy right regime
can generate welfare increases by allowing people to signal their subjective val-
uation of privacy. Moreover, this regime can be designed in a way that does
not interfere with information collection incentives, and without generating any
additional costs in the form of ine¢ cient chilling (or deterrence) e¤ects.
Appendix
Notes on the Proof of Proposition 5:
(ii) s� is calculated by solving for the s that equates the social objective

function to the publisher�s objective function.
(iii) This is obtained through the same method as in proposition 4 with the

additional �3.
(i) Same as in proposition 4.
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